A RE
per examines ent in the co to exploit, h eos which w ons as well ally explore aphy. and level many victims but professional legal consultation or private investigators may be able to assist with the preservation of this type of evidence. Note: This is not an endorsement or recommendation to use these tools but simply examples of tools which may be used.
In all cases, the entire page and as much information (metadata) about the page as can be reasonably obtained should be documented with date and time. All this information should be stored in a safe place, offline 2 .
Forensic methodology also exists which can be utilized to preserve evidence in these cases. Tools such as Aspinwall's review of tools which provides extensive guidance on the material and metadata which may be obtained from this type of acquisition using common tools [1] . Tools such as Magnet [28] or even the use of a manual scroll 3 can be effective in forensic acquisition. Manual scrolls can be effective and can be used to capture metadata for sites using the view source options on most web browsers. Even such options such as the Way Back Machine [29] can provide both archives of removed sites as well as API tools for the development of scripting tools which may be able to extract both website data and metadata for forensic examination.
As was indicated, the capture and preservation of the evidence in as forensically sound method as possible should be undertaken as soon as evidence becomes 2 Offline storage preserves the evidence in case the computer being used is compromised or accessible by others who may wish to delete or modify this information. Burning the information to DVD or other long lasting media and storing it in a safety deposit box or at least at another site is a recommendation. 3 Manual scroll refers to the forensic technique of using a video camera and documenting a screen or collection of evidence by walking through it with explanations.
known. It is important that dates and times of the acquisition as well as any metadata dates and times which may be obtained are preserved and documented. If possible, private investigation services should be retained to capture this information forensically due to state statute requirements for private investigation licensing of forensic investigation in certain locales in the United States [26] .
Obviously, a great deal of this depends on the viability of the website (viz. commercial vs. homemade) type web presences which can create difficult legal positions for the presentation of obscure, difficult to document items. In addition, the ability of users to create anonymous handles and other obfuscation techniques lead this to a rapidly developing complication in the law. So-called Section 127 cases in the United Kingdom are steadily rising [30] and as such readers may wish to refer to case law in this area which references methods to discover the identities of website posters in the trolling cases there.
Much like the preservation of mobile device data, the most important aspects here are the documentation of the website itself with the material present and the date and time of the observation which may imply that at the very least the manual scroll method may be advocated as the first approach and the use of sophisticated tools for the collection of both the visual page, the underlying source code, and subsequent metadata as a second approach. Regardless, in all these cases, time is of the essence in the preservation of evidence in the dynamic environment of the internet.
In the legal sense, the use of and authentication of evidence at trial presents some obstacles to overcome. There needs to be a showing that 1) The defendant made the actual threat of posting and or disseminating the compromising photos, (either verbally, through an electronic transmission, i.e. email, text); 2) If the photos where posted on a © 2016 ADFSL particular site it has to be shown that it was the defendant who transmitted and posted the photos; 3) The posting was done without the victims consent; and 4) The act must be motivated by the intent to intimidate, humiliate, threaten or frighten the victim. In a civil law suit, proof of damages is required (i.e. a cause of action for Intentional Infliction of Emotional Distress). For example, proof that the threatening email originated from a particular IP address indicates the origin of the transmission but cannot be tied directly to the sender. Then there is the issue of how many parties had access to the posted photos making the "travel of the posting" difficult to follow and pinpoint the origin. In short, the issue authentication of the evidence at a trial (civil or criminal) may be problematic. Under the Federal Rules of Evidence in order to adequately authenticate the evidence, the proponent must make an evidentiary showing "sufficient to support a finding that the matter in question is what its proponent claims." [18] . In authenticating electronic evidence such as emails, the proponent's witness need not have special training but rather demonstrate sufficient knowledge that supports the evidence is what it purports it to be. However, expert testimony may add "weight" to the offered evidence. Even if the "authorship" cannot be directly proven, courts may consider circumstantial evidence as part of the authentication process as provided for in Federal Rules of Evidence 901(b)(4) [19] which allows for … "Distinctive characteristics and the like. Appearance, contents, substance, internal patterns, or other distinctive characteristics, taken in conjunction with circumstances". In this context. things such as comparison of other emails sent by the subject (defendant) comparing the style, use of unique information or terms known by or used by the subject, or other "markers" linking the transmission to the subject may suffice for authentication purposes. Challenges typically come from the proper chain of custody and whether there was opportunity to "tamper" with the digital images and whether the images were modified even prior to its acquisition. Hashes, in the case of dynamic web sites, may be difficult to support and may lead to more questions than answers. As was discussed earlier, care should be taken to copiously document the method by which the evidence was acquired, stored and handled, especially in manual scrolls. In a criminal trial an even finer standard is applied to the preservation of evidence and spoliation of criminal evidence is a common claim when dealing with this sort of digital evidence, regardless of the level of car. Particular care should be taken if the digital evidence was provided by a civilian such that an agency relationship did not exist prior to the civilian providing the evidence to law enforcement and as we discussed, it may be necessary to ensure that a licensed private investigator was used for this acquisition dependent upon the locale [26] . Additionally, if the civilian is determined to be acting as an agent for law enforcement, the seizure could have Fourth Amendment implications in a criminal prosecution.
In the end, the possibility of alteration of digital evidence is not enough to exclude digital evidence but rather goes to the weight of evidence at trial [31] . Subsequently, it is important to show the likelihood of alteration is unlikely as with common digital forensics procedure.
In the case of web-site authentication, it is important to note that they are not "selfauthenticating". Due to the diverse nature of web sites and their manner of operation, a court will typically require the testimony of someone with specific knowledge of the website such as the web master or such other person familiar with the sites appearance or image. Table 1 , pp. 103) the violation includes the following language "the visual material was obtained by the person or created under circumstances in which the depicted person had a reasonable expectation that the visual material would remain private;" the statute further goes on to address the consent and privacy issue by the following text, "(e) It is not a defense to prosecution under this section that the depicted person: (1) created or consented to the creation of the visual material; or (2) voluntarily transmitted the visual material to the actor." [24] Again such circumstances pointing to privacy expectations may be belied by the fact that the victim freely provided such images to a third party despite the qualifying clause (e) noted above.
Thus, in consideration of the Fourth Amendment, Lee may consider going to the local police department for assistance. This option presents many possibilities and challenges.
First, while police officers are trained to help citizens in need, many officers lack the appropriate training and resources to investigate and prepare for prosecution, a case of revenge pornography. Here's why. First, police may fail to see the case as criminal or as a violation of privacy. Often officers see the victim at fault for taking and sharing photos or allowing photos to be taken in the first place. In other words, victims of revenge pornography have no one but themselves to blame. Second, even where police are trained to see the act as a violation of law, they may lack the legal resources to bring a charge.
Most state criminal harassment and stalking laws require proof of a "course of conduct." In other words, the state must show a pattern of behavior to successfully prosecute. In a case where only one act exists, a victim may not be protected and an offender may be untouchable.
In addition, some state statutes require the existence of threats communicated directly to the victim. In the case of Lee, there was no direct communication of a threatening manner made to Lee.
Again, a state statute for harassment or stalking may not provide any protection to Lee or provide offender accountability.
If Lee lived in a state with a criminal statute specifically criminalizing revenge pornography and a police department trained to handle a computer crime case-there are still challenges to consider. First, the existence of a criminal case will not slow down or stop the proliferation of the photos on the internet. Second, a criminal case is a public case, causing victims to be reluctant to follow through with charges because of the continued exploitation of the victim by attempting to hold the offender accountable. If a victim is willing to go forward, a criminal charge (unlike a civil case) has "teeth" which allow the government (police) to act and the offender risks a loss of liberty if found guilty of the crime. However, the state is constrained by the 4 th amendment protection against unreasonable search and seizure.
These protections seek to limit the ability of the police to conduct a search and/or a seizure of computer terminals, hard drives or other items. While the legal standard may frustrate an officer, it is imperative that officers be trained to properly investigate a computer offense in order to develop probable cause and ultimately bring a strong case to the court.
Probable cause is a level of evidence necessary on the part of the police, to support a valid search warrant. Probable cause is a "reasonable belief, based on the totality of the circumstances, that a crime has been committed and the evidence or instrumentality of that crime will be found at a specific location. A neutral and detached judge or magistrate who issues the search warrant (and therefore determines whether PC exists) bases his or her determination on the affidavit of law D. For the purposes of this section, "state of nudity" and "specific sexual activities" have the same meanings prescribed in section 11-811. Except as provided in subdivision (l), every person who commits any of the following acts is guilty of disorderly conduct, a misdemeanor: (j) (4) (A) Any person who intentionally distributes the image of the intimate body part or parts of another identifiable person, or an image of the person depicted engaged in an act of sexual intercourse, sodomy, oral copulation, sexual penetration, or an image of masturbation by the person depicted or in which the person depicted participates, under circumstances in which the persons agree or understand that the image shall remain private, the person distributing the image knows or should know that distribution of the image will cause serious emotional distress, and the person depicted suffers that distress.
Misdemeanor CO 18-7-107 Posting a private image for harassment -definitions (6) For purposes of this section, unless the context otherwise requires: (a) "Newsworthy event" means a matter of public interest, of public concern, or related to a public figure who is intimately involved in the resolution of important public questions or, by reason of his or her fame, shapes events in areas of concern to society. (b) "Private intimate parts" means external genitalia or the perineum or the anus or the pubes of any person or the breast of a female. (c) "Social media" means any electronic medium, including an interactive computer service, telephone network, or data network, that allows users to create, share, and view user-generated content, including but not limited to videos, still photographs, blogs, video blogs, podcasts, instant messages, electronic mail, or internet web site profiles. HISTORY: Source: L. 2014: Entire section added, (HB 14-1378), ch. 283, p. 1160, § 1, effective July 1.
DE

11-1335 § 1335 Violation of privacy; class A misdemeanor; class G felony. (a)
A person is guilty of violation of privacy when, except as authorized by law, the person: (9) Knowingly reproduces, distributes, exhibits, publishes, transmits, or otherwise disseminates a visual depiction of a person who is nude, or who is engaging in sexual conduct, when the person knows or should have known that the reproduction, distribution, exhibition, publication, transmission, or other dissemination was without the consent of the person depicted and that the visual depiction was created or provided to the person under circumstances in which the person depicted has a reasonable expectation of privacy. Class G Felony c. For the purposes of this paragraph (a)(9), each of the following shall be an aggravating factor and shall be alleged in the charging Class G Felony © 2016 ADFSL information or indictment and constitute an element of the offense: 1. The actor knowingly obtains such visual depictions without the consent of the person depicted. A. A violation of this paragraph (a)(9)c.1. occurs when a person commits a theft as provided for in § 841, § 842, § 843, or § 844 of this title or obtains such visual depictions by committing unauthorized access to a computer system as provided for in § 932 of this title or by unauthorized access to electronic mail or an electronic mail service provider as defined in § 931 of this title. B. A violation of this paragraph (a)(9)c.1. consistent with § 932 of this title is subject to the venue provision in § 940 of this title. 2. The actor knowingly reproduces, distributes, exhibits, publishes, transmits, or otherwise disseminates such visual depictions for profit. 3. The actor knowingly maintains an Internet website, online service, online application, or mobile application for the purpose of reproducing, distributing, exhibiting, publishing, transmitting, or otherwise disseminating such visual depictions. 4. The actor knowingly reproduces, distributes, exhibits, publishes, transmits, or otherwise disseminates such visual depictions with the intent to harass, annoy, or alarm the person depicted and such conduct would cause a reasonable person to suffer significant mental anguish or distress. 5. The actor pairs such visual depiction with personally identifiable information of the person depicted. d. For purposes of this paragraph (a)(9), the fact the actor committed this offense within 5 years of a prior conviction for a violation of this paragraph (a)(9) shall be an aggravating factor for sentencing purposes only and, therefore, this fact is not to be alleged in the charging information or indictment and does not constitute an element of the offense.
DC § 22-3052 § 22-3052. Unlawful disclosure.
(a) It shall be unlawful in the District of Columbia for a person to knowingly disclose one or more sexual images of another identified or identifiable person when:
(1) The person depicted did not consent to the disclosure of the sexual image;
(2) There was an agreement or understanding between the person depicted and the person disclosing that the sexual image would not be disclosed; and
(3) The person disclosed the sexual image with the intent to harm the person depicted or to receive financial gain. (b) A person who violates this section shall be guilty of a misdemeanor and, upon conviction, shall be fined not more than the amount set forth in § 22-3571.01, imprisoned for not more than 180 days, or both. (2) As used in this section, the term: (a) "Image" includes, but is not limited to, any photograph, picture, motion picture, film, video, or representation. (b) "Personal identification information" has the same meaning as provided in s. 817.568. (c) "Sexually cyberharass" means to publish a sexually explicit image of a person that contains or conveys the personal identification information of the depicted person to an Internet website without the depicted person's consent, for no legitimate purpose, with the intent of causing substantial emotional distress to the depicted person. (a) As used in this Code section, the term: (1) "Harassment" means engaging in conduct directed at a depicted person that is intended to cause substantial emotional harm to the depicted person.
(2) "Nudity" means: (A) The showing of the human male or female genitals, pubic area, or buttocks without any covering or with less than a full opaque covering;
(B) The showing of the female breasts without any covering or with less than a full opaque covering; or (C) The depiction of covered male genitals in a discernibly turgid state.
(3) "Sexually explicit conduct" shall have the same meaning as set forth in Code Section 16-12-100. (b) A person violates this Code section if he or she, knowing the content of a transmission or post, knowingly and without the consent of the depicted person:
(1) Electronically transmits or posts, in one or more transmissions Misdemeanor 1 st Offense, Felony 2 nd Offense © 2016 ADFSL or posts, a photograph or video which depicts nudity or sexually explicit conduct of an adult when the transmission or post is harassment or causes financial loss to the depicted person and serves no legitimate purpose to the depicted person; or
(2) Causes the electronic transmission or posting, in one or more transmissions or posts, of a photograph or video which depicts nudity or sexually explicit conduct of an adult when the transmission or post is harassment or causes financial loss to the depicted person and serves no legitimate purpose to the depicted person. (c) Any person who violates this Code section shall be guilty of a misdemeanor of a high and aggravated nature; provided, however, that upon a second or subsequent violation of this Code section, he or she shall be guilty of a felony and, upon conviction thereof, shall be punished by imprisonment of not less than one nor more than five years, a fine of not more than $100,000.00, or both. (1) The activities of law enforcement and prosecution agencies in the investigation and prosecution of criminal offenses;
(2) Legitimate medical, scientific, or educational activities;
(3) Any person who transmits or posts a photograph or video depicting only himself or herself engaged in nudity or sexually explicit conduct;
(4) The transmission or posting of a photograph or video that was originally made for commercial purposes;
(5) Any person who transmits or posts a photograph or video depicting a person voluntarily engaged in nudity or sexually explicit conduct in a public setting; or (6) A transmission that is made pursuant to or in anticipation of a civil action. (f) There shall be a rebuttable presumption that an information service, system, or access software provider that provides or enables computer access by multiple users to a computer server, including specifically a service or system that provides access to the Internet, for content provided by another person, does not know the content of an electronic transmission or post. 
IL
(720 ILCS 5/11-23.5) Sec. 11-23.5
Non-consensual dissemination of private sexual images.(b)
A person commits non-consensual dissemination of private sexual images when he or she:
(1) intentionally disseminates an image of another person (A) who is at least 18 years of age; and (B) who is identifiable from the image itself or information displayed in connection with the image; and (C) who is engaged in a sexual act or whose intimate parts are exposed, in whole or in part; and
(2) obtains the image under circumstances in which a reasonable person would know or understand that the image was to remain private; and
(3) knows or should have known that the person in the image has not consented to the dissemination. (1) The person intentionally discloses an image of another person who is seventeen years of age or older, who is identifiable from the image or information displayed in connection with the image, and whose intimate parts are exposed in whole or in part.
(2) The person who discloses the image obtained it under circumstances in which a reasonable person would know or understand that the image was to remain private.
(3) The person who discloses the image knew or should have known that the person in the image did not consent to the disclosure of the image.
(4) The person who discloses the image has the intent to harass or cause emotional distress to the person in the image, and the person who commits the offense knew or should have known that the disclosure could harass or cause emotional distress to the person in the image.
(2) "Disclosure" means to, electronically or otherwise, transfer, give, provide, distribute, mail, deliver, circulate, publish on the internet, or disseminate by any means. E. Whoever commits the offense of nonconsensual disclosure of a private image shall be fined not more than ten thousand dollars, imprisoned with or without hard labor for not more than two years, or both. (2) "Intimate parts" means the naked genitals, pubic area, buttocks, or female nipple.
Felony
(3) "Sexual contact" means sexual intercourse, including genitalgenital, oral-genital, anal-genital, or oral-anal, whether between persons of the same or opposite sex. (b) Exceptions. --(1) This section does not apply to: (i) lawful and common practices of law enforcement, the reporting of unlawful conduct, or legal proceedings; or (ii) situations involving voluntary exposure in public or commercial settings.
(2) An interactive computer service, as defined in 47 U.S.C. § 230(f)(2), is not liable under this section for content provided by another person. (c) In general. --A person may not intentionally cause serious emotional distress to another by intentionally placing on the Internet a photograph, film, videotape, recording, or any other reproduction of the image of the other person that reveals the identity of the other person with his or her intimate parts exposed or while engaged in an act of sexual contact:
(1) knowing that the other person did not consent to the placement of the image on the Internet; and
(2) under circumstances in which the other person had a reasonable expectation that the image would be kept private. (d) Penalties. --A person who violates this section is guilty of a misdemeanor and on conviction is subject to imprisonment not exceeding 2 years or a fine not exceeding $ 5,000 or both. 2. Except as otherwise provided in subsection 4, a person shall not distribute, disclose, display, transmit or publish an image that the person knows or has reason to know was made in violation of subsection 1.
For a first offense, is guilty of a gross misdemeanor.
(b) For a second or subsequent offense, is guilty of a category E felony and shall be punished as provided in NRS 193.130.
NH
Bill Pending
Senate Bill SB 465. A person commits nonconsensual dissemination of private sexual images when he or she: (a) Purposely, and with the intent to harass, intimidate, threaten, or coerce the depicted person, disseminates an image of such person: (1) Who is identifiable from the image itself or information displayed in connection with the image; and (2) Who is engaged in a sexual act or whose intimate parts are exposed, in whole or in part; and (b) Obtains the image under circumstances in which a reasonable person would know or understand that the person in the image intended that the image was to remain private; and (c) Knows or should have known that the person in the image has not consented to the dissemination.
Class B Felony
NJ 2C:14-9
Invasion of privacy, degree of crime; defenses, privileges c.An actor commits a crime of the third degree if, knowing that he is not licensed or privileged to do so, he discloses any photograph, film, videotape, recording or any other reproduction of the image of another person whose intimate parts are exposed or who is engaged in an act of sexual penetration or sexual contact, unless that person has consented to such disclosure. For purposes of this subsection, "disclose to disclose, without the consent of the depicted person, visual material depicting another person with the person's intimate parts exposed or engaged in sexual conduct and the actor makes the threat to obtain a benefit: (1) in return for not making the disclosure; or (2) in connection with the threatened disclosure. (d) A person commits an offense if, knowing the character and content of the visual material, the person promotes visual material described by Subsection (b) on an Internet website or other forum for publication that is owned or operated by the person.
(e) It is not a defense to prosecution under this section that the depicted person: (1) created or consented to the creation of the visual material; or (2) voluntarily transmitted the visual material to the actor.
UT 76-5b-203 Distribution of an intimate image 2) An actor commits the offense of distribution of intimate images if the actor, with the intent to cause emotional distress or harm, knowingly or intentionally distributes to any third party any intimate image of an individual who is 18 years of age or older, if: (a) the actor knows that the depicted individual has not given consent to the actor to distribute the intimate image; (b) the intimate image was created by or provided to the actor under circumstances in which the individual has a reasonable expectation of privacy; and (c) actual emotional distress or harm is caused to the person as a result of the distribution under this section. Unlawful dissemination or sale of images of another; penalty.
A. Any person who, with the intent to coerce, harass, or intimidate, maliciously disseminates or sells any videographic or still image created by any means whatsoever that depicts another person who is totally nude, or in a state of undress so as to expose the genitals, pubic area, buttocks, or female breast, where such person knows or has reason to know that he is not licensed or authorized to disseminate or sell such videographic or still image is guilty of a Class 1 misdemeanor.
Class 1 Misdemeanor
VT § 2606 Disclosure of sexually explicit images without consent (b)(1) A person violates this section if he or she knowingly discloses a visual image of an identifiable person who is nude or who is engaged in sexual conduct, without his or her consent, with the intent to harm, harass, intimidate, threaten, or coerce the person depicted, and the disclosure would cause a reasonable person to suffer harm. A person may be identifiable from the image itself or information offered in connection with the image. Consent to recording of the visual image does not, by itself, constitute consent for disclosure of the image. A person who violates this subdivision (1) shall be imprisoned not more than two years or fined not more than $2,000.00, or both. Whoever does any of the following is guilty of a Class A misdemeanor: 1. Posts, publishes, or causes to be posted or published, a private representation if the actor knows that the person depicted does not consent to the posting or publication of the private representation. 2. Posts, publishes, or causes to be posted or published, a depiction of a person that he or she knows is a private representation, without the consent of the person depicted.
Class A Misdemeanor
